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Information Security Risks and Mitigation
Cyber Crime and Cyber-related Crimes
Description: Cybercrime is understood as the human-centred crimes committed on a digital platform (Graham, 2017). With the increase in technological advancement, cybercrime cases continue to rise. In the United States alone, a total of 298,728 cases of cybercrime were reported in 2016. This resulted in a loss of more than $1.3 billion in different cybercrime-related cases such as romance scams (Graham, 2017). Graham (2017) tries to differentiate between the concepts of cybercrime and cybersecurity. The two concepts are easily misunderstood, yet they mean different things as per Graham’s explanation. For instance, cybersecurity involves taking precautions to protect the government and corporate networks (Graham, 2017). Cybercrime, on the other hand, involves protecting individuals and their families from online exploitation and stockers as they use the internet (Graham, 2017). 
Mitigation: Creating long passwords may not be able to prevent cybercrime. Some of the security technologies and methodologies that can help mitigate the risks associated with cybercrime include using the off-the-shelf software and cybercrime specialists to detect the threat. Cybercrime is a process that involves penetration test mimics on one’s information. Therefore, after identifying and detecting the threats, it is important to prioritize the vulnerabilities and take the countermeasures immediately to prevent catastrophic security breaches. 
Rationale: When it comes to cybercrime, one can never guarantee complete or permanent safety from hackers or cyber attackers. However, taking immediate action after detecting security breach or threat can help mitigate the problem and minimize more damages. 
Social Engineering
Description: Goodchild (2011) explains the concept of social engineering citing that it is a technique that involves using art to gain access to buildings, systems or data through the human psychology. Unlike the cybercrime where one would use a technical hacking technique, social engineering involves the use of human psychology to exploit victims. Goodchild (2011) explains that perpetrators of the social engineering use the malicious apps that may appear legitimate apps for electronic gadgets like smartphones or computers. 
Mitigation: The security technology and methodologies that can be used to mitigate social engineering include creating and enhancing authentication mechanisms on computers and phones, enforcing better access privileges and use an updated antivirus software and anti-phishing tools in the electronic gadgets. 
Rationale: Some of the techniques used by perpetrators in social engineering include the insider attacks, which are very difficult to detect. This can affect the whole organization because all he or she has to do is install malicious applications in the computers and he or she can access, steal or modify information that can cause catastrophic damage to the company. Therefore, it is important to take a countermeasure strategy before the damage happens.  
Mobile Computing
Description: Mobile computing is understood as the use of a computer while on the move. It is also a system that enables people to access information anywhere and anytime. Oltsik (2014) explains that mobile computing is associated with security challenges, which can affect the organization’s operations. Mobile computing is a serious concern in many organizations because when one connects his or her computer over a wireless network in order to access information, it is easy for hackers to get access to the network and steal or manipulate information they need.
Mitigation:  The security technology and methodology that can help mitigate mobile computing risks include establishing an operational mobile computing expert team within the organization to manage the network. As Oltsik (2014) explains, it is risky to let unknown devices into the organizational network. Therefore, creating a cross-functional mobile computing expert team will help minimize the risks. 
Rationale:  Mobile computing can result in more damage to the organization because it gives the hackers a good platform to exploit the network. Therefore, even though sometimes the IT experts are the ones involved in security breaches in the companies, creating a cross-functional expert team will help reduce the risk associated with mobile computing at some significant level.
BYOD (Bring Your Own Device)
Description: Monnappa (2016) explains that BYOD is a practice where employees are allowed to make use of their personal electronic devices such as phones or computers to access the firm’s systems and data. The risks associated with this practice include lost information if the device is lost or the employee leaves the company. The information stored in the device’s memory can be lost or ends up in the wrong hands if the device is misplaced or stolen. Third-Party individuals or rival organizations can gain access to the valuable information from the device. 
Mitigation: The risks associated with the BYOD can be mitigated through the installation of password-protection and antivirus programs in the device. 
Rationale: Even though BYOD is beneficial to the organization, the risks can result in more damage that the firm may not recover from. Therefore, installing the antivirus and password-protection programs will help in separating the work-related information from the personal information in the device (Monnappa, 2016).
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